
Insert picture

Change the image by 
deleting the existing image. 
Click on the icon that 
appears to insert an image.

Select a picture you would like 
to insert and then click on 
‘Insert’

2

1

If you want to scale or 
drag the image, go to 
‘Drawing Tools' and 
click 'Crop'. With the 
white rounds you can 
scale the image, with the 
black brackets you can 
scale the image frame.

3
Select the image and click on 
‘Drawing Tools’.  Click on 
‘Arrange’ and then ‘Send 
Backward’.  
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Working with text levels

The UvA template has a number of 
pre-programmed text levels. Go to 
'Home' and then to 'Paragraph' to 
easily switch between different levels
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BBC, Sept 2020

BBC, May 2023

    Washington Post, December 2020      
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“The top reasons against app use were as follows: mistrusting the 
government, concerns about data security and privacy, and doubts about 
efficacy.” Jones et al. 2021

“The most cited reasons for not downloading were related to data (...) 
concerns” Gao et al. 2022

“The main reasons for not downloading and using the app were (...) worries 
about privacy” Walrave et al. 2022

Privacy is important
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The Lancet, 2020

“most of the applications in use or under consideration have an 
impact on individual privacy that democratic societies would 

normally consider to be unacceptably high”
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Low peak infection rate 

under reasonable differential privacy

Our problem



Rob Romijnders, Private ML workshop ICLR

Attack Scenario
Privacy with respect to 
released covidscore

V is victim, A is attacker
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Attack Scenario
Privacy with respect to 
released covidscore

V is victim, A is attacker
Green phones, A’ are 
co-attackers
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Susceptible - Exposed - Infected - Recovered

SEIR transitions are a Markov chain
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Susceptible
Exposed
Infected
Recovered

Dynamics model
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Example of probabilistic model of four users in six days
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Exact inference is intractable!
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Modular view 

Rules for approximate inference are 
given by either Belief Propagation 
or Factorized Neighbors 

Romijnders et al. AISTATS 2023
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Differential privacy

Gaussians:
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Differential privacy
Gaussian Mechanism:
Add noise according to ‘sensitivity’
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Privacy bound
Dataset: a collection of messages, mu, on timesteps t

Sensitivity: the maximal change with respect to the change in one message

Typically, p1 takes a value around 0.05, and gamma around 0.7
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Renyi Differential Privacy between log-normals
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Neural Augmentation
Neural augmentation known from:
● MRI reconstruction 

(Lønning et al. Medical image analysis, 2019)

● Enhanced belief propagation
(Satorras et al., AISTATS 2021)

● Fast sparse coding
(Gregor et al. ICML 2010)
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During training: estimate Lipschitz constant with power iterations O(p^2)
During testing: calculate Spectral norm exactly once O(p^3)

Lipschitz-bounded Neural Network

“Deep sets” Zaheer et al. NeurIPS 2017
“Spectral Normalization..” Miyato et al. ICLR 2018
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Make Lipschitz function DP with Gaussian noise

Jha et al. SIAM Journal on computing 2013
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Privacy hierarchy



Rob Romijnders, Private ML workshop ICLR

Different algorithms to compare on simulator

● Traditional contact tracing (Baker et al. 2021)

● Per-message, level 1(Romijnders et al. 2023)

● DPFN, level 2 (Romijnders et al. 2024)

● DPFN-S, level 3 (Ours)

● DNA, level 3+ (Ours)
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Need simulator as better predictions interact with agents

OpenABM (Hinch et al. 2021)
● Stratifying for 

○ 9 age categories
○ 3 occupations
○ 6 household types

● In total 150 parameters calibrated against a typical city in the UK

Simulator for experiments
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Experimental
results
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Even when up to 50% of the agents 
don’t follow the protocol, or when the 
tests become more noisy, the DNA 
method still achieves lower Peak 
infection rate, compared to the same 
method without neural augmentation

Units are number of infections per 
thousand agents, ± standard deviation
FPR/FNR = False Positive/Negative Rate

DNA has better utility under various noise scenarios
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● Novel view of Lipschitz Neural Augmentation as providing 
Differential Privacy w.r.t. input

● This neural augmentation increases sensitivity, but compares 
favourably with better predictions

● Future work: 
○ Decentralized reinforcement learning, partial adoption

Conclusion
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Questions

r.romijnders@uva.nl; romijndersrob@gmail.com 
github.com/robromijnders/dna

DNA: Differential Privacy Neural 
Augmentation for Contact Tracing
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